From: Grever, Louis E. 

Sent: Tuesday, December 13, 2011 8:^2 PM 

Cci Sey^ D Keith; DiClemente, Anthony P.; Snow, Gordon M.; 

Henry, Shawn 

Subject: Re; Carrier IQ - Quick Question... 


Stephen, 

We are nnn ri with the proposed statement and 


reports thatf 


"I It accurately 


1 


b5 

lh7; 


J 


L 


Louis E. Grever 
Exec. Asst. Dir. 

FBI Science & T echnology 


From: Kelly, Stephen 

To: Kelly, Stephen; Grever, Louis E.; Fulgham, Chad L. . u n c m • 

Cc: Zebley, Aaron M.; Hess, Amy S.; Bryars, D Keith; DiClemente, Anthony P.; Snow, Gordon M., 

Henry, Shawn 

Sent: Tue Dec 13 20:26:12 2011 
Subject: RE: Carrier IQ - Quick Question... 


One more quick thing. 

I ~i 


hi 


Thanks again for the quick response. 

- Stephen 

Stephen D. Kelly 

Assistant Director 

Office of Congressional Affairs 

Federal Bureau of Investigation 






From: Kelly, Stephen 

Sent: Tuesday, December 13, 2011 8:21 PM 

2; zS ■ Urs, D K.,h; DlC^^nta, Anthony P.; Snow, Gordon M.r 

Henry, Shawn 

Subject: RE; Carrier IQ - Quick Question... 

This is very helpful. We will try to| ^ hearing, 

[ I We are fully aware of the FOIA issue and agree that there has been a misinterpretation of 
the exemption used in the case. 


Stephen D. Kelly 

Assistant Director 

Office of Congressional Affairs 


Federal Bureau of Investigation 


From: Grever, Louis E. 

Sent: Tuesday, December 13, 2011 8:20 PM 
To; Kelly, Stephen; Fulgham, Chad L. 

Cc: Zebley, Aaron M.; Hess, Amy S.; Bryars, 


D Keith; DiClemente, Anthony P.; Snow, Gordon M.; 


Henry, Shawn 

Subject: Re; Carrier IQ - Quick Question... 



Stephen, 

Just got off the phone with Tony DiClemente in OTP and confirmed that! 


The suspicion that we have used that app is likely attributable to a FOlPA that was recently 
answered by RMD with a boiler plate response that 'we do not provide information as to tools we 
may or may not use in the course of investigations. ..'. That 'non-answer' has been interpreted by 
conspiracy theorists to mean that we must obviously use the tool. 


That is simply not the case. 



Does this give you enough? 
Louis 


b6 

b7C 

Louis E, Grever 
Exec. Asst. Dir. 

FBI Science & Technology 






From: Grever, Louis E. 

To: Kelly, Stephen; Fulgham, Chad L. 

Cc: Zebley, Aaron M.; Hess, Amy S.; Bryars, 
Sent: Tue Dec 13 19:53:57 2011 
Subject: Re: Carrier IQ - Quick Question... 


D Keith; DiClemente, Anthony P. 


Stephen, 

I am presently confirming, 


[ 


We are awan 


eC 


n Our recent response to inquiries have been misinterpreted by some 
I imA VkfO I ICO r.arripr lo But that assumption is incorrect. 


and 


b5 


b7E 


have caused them to assume we use Carrier IQ. But that assumption 
Stand by for more info from my operational folks. 


b6 

Ih.'C 

Louis E. Grever 
Exec. Asst. Dir, 

FBI Science & Technology 

I =] 


From: Kelly, Stephen 

To: Grever, Louis E.; Fulgham, Chad L. 

Cc: Zebley, Aaron M. 

Sent: Tue Dec 13 19:43:42 2011 
Subject: Carrier IQ - Quick Question... 


... and sorry for the last minute inquiry. 


[ 


We have heard fromL 


I 


T 


] As you may 
]request that was 


rPriartPri for inv/pstieative reasons. Without getting into the FOIA decision, we believe thaj 


I and the bloRger is inferring that the basis for the redaction is that we do 
use Carrier IQ for inwp.ti p.tion.s. I wanted to just check with both of you to see if this i^e has 
been raised with you and| 


■ 


[ 


T 


I would appreciate a res ponse from each of you as whether you know| J 

■pgel free to call mp l l if that's easier. And it's fine if you don't know, as this 


issue just came to my attention late this afternoon. 

Many thanks for your assistance, and again sorry for the evening interruption. 


- Stephen 








Stephen D. Kelly 

Assistant Director 

Office of Congressional Affairs 

Federal Bureau of Investigation 
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From: 

1 ^ 

bb 

Sent: 

Thursday, December 15, 2011 4:32 PM 

To: 

Beers. Elizabeth R.; Kelly, Stephen 


Cc: 

1 1 


Subject: 

Part II 

FW: Carrier IQ 



From:! I 

Sent: Thursday, Decphfr 1[ii 2Q11 

To: Bresson, Paul E.;| 

Cc: l 

Subject: RE: Carrier IQ 
All, 

We'll follow OTD's lead on this, given the nature of the questions. 

I=ZI 


3 \ PM 

lemente, Anthony P.;[ 


] 




From: Bresson, Paul E. 

Se nt: Thursday, Dece mber 15, 2011 2:42 PM 

* I DiClemente, Anthony P.; I -I 

Subject: Fw: Carrier IQ 

All- Heads-up on this guys. I'll get with my AD and work with you all on a response 


From: Lardner, Richard <RLardjTei(aaeMg> 
To: Bresson, Paul E, 

Cc: Kortan, Michael P. 

Sent: Thu Dec 15 14:16:15 2011 
Subject: Carrier IQ 


Paul - 1 just spoke with an executive at Carrier IQ and he told me that the FBI had approached the company 


about using its technology. 

That statement appears to contradict FBI Director Robert Mueller's testimony 
Committee on Wednesday, where he said that the bureau "neither sought nor 


before the Senate Judiciary 
obtained information" from 


Carrier IQ "in any one of our investigations.' 

I'd like to get a comment as soon as possible on this, as well as answers to the questions below: 

1. whendidtheFBIcontactCarrierlQ, how many times in total, and for what reasons. 

2. Has the FBI ever used or tested Carrier IQ's software or any other product made by the company; that 

is, for investigations or for any other purposes? 

3. What did Mr. Mueller not tell the committee yesterday that the bureau had approached the company 
Thanks very much. 


Richard Lardner 
Associated Press 
Washington Bureau 

b 'C 
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(desk) 

(mobile) 

(fax) 


The information contained in this communication is intended for the use 
of the designated recipients named above. If the reader of this 
communication is not the intended recipient, you are hereby notified 
that you have received this communication in error, and that any review, 
dissemination, distribution or copying of this communication is strictly 
prohibited. If you have received this communication in error, please 
notify The Associated Press immediately by telephone at + 1-2 1--62 1-1 
and delete this email. Thank you. 
fIP_US_DlSC] 


msk dccc60c6d2c3a6438f0cf467d9a4938 


fcb 
b7C 
lb '/ F. 
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From: 

Beers, Elizabeth R. 

Sent: 

Wednesday, December 14, 2011 5:16 PM 

To: 

Kellv. Stephen 

1 n 

Cc: 

Subject: 

RE; Any concerns with ... 


b'^ 


1 h.H r.i .;pri The issue of Carrier IQ with OPA and OCA e arlier this week and 

jicpilcii jwvt.j.. I 

offered to come by and give us a briefing - L 


Stephen- just fyi. OTd[ 


c 


iTt briefing's scheduled for tomorrow morning (Thursday 12/15) @ 9:30 arn in our confer^ 
^is staffing the meeting for us. You're welcome to sit in if you think it would be helpfu L_ 


room 

can give you a backbrief. Thanks, 


](DO)(FBI); Beers, Elizabeth R, 


be 

lb7C 


From: Kelly, Stephen 

Sent: Wednesday, December 14, 2011 4:14 PM , _ 

To; Grever, Louis E.; DiClemente, Anthony P.; Sabol, Shei^Lt: 

Cc: Fulgham, Chad L.; Hall, Dean E.; Zebley, Aaron M., I — 

Subject: Any concerns with ... 

the Director's answers on Carrier IQ at the hearing today? I know this came op at the last minute and 1 
expect he may want to know more about this issue. In the meantime, let me know d we got any of wrong. 
Thanks all for your assistance last night. 


- Stephen 

Rmmuwiirch has shown that Carrier IQ's software captures a broad 

hifortnalion like the content of text messaoes, the content of searches, even if 

il the they're encrypted, Carrier IQ gets them back unencrypted, also the lull 

IQ'S sofmare. What vvirelcss carriers have the FBI requested this mlorimit.on horn . 

What carriers'.’ .\nd what information base you obtained from those requests. 

ll’t mVstart off by saying we have neither sought nor obtained any information front C arrier IQ 

^„d1 ZV Ibllowl^ there was some confusion 1 believe in terms of the rcs^ponse to 

■1 FO - Freedom of lii^rniation Act request, which indicated a standard exemption was ung 
Ltili/ed. And from that it was extrapolated that perhaps we were obtaining information ti om 

A^lTaid before, we are not - have not and arc not - have not sought and do not have any 
information from Carrier IQ. 

170 4 Vl/IT^* 

Well, what about not directly from Carrier, but what about from the wireless carriers. 

MCF.LLF.K: . , , 

That's ver> general in terms of tireless carriers. 1 am — well, let me pu 1 ... 

FRANKKN: . , 

Get information from them from use of their sottAvare ot Cai rier IQ. 
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N,u'dtlfbclicvc so. If you're spccifyins u,sc of Ihe Currirr IQ sufmarr f f I'"''’"' 
,virelo.ss carrier, have vve sought that, 1 >lo not believe so. In other words, I d have to - I d 
check and be more specific in the question and the answer I give sou because... 

(CROSSTALK) 

FFMiNKEN; 

... follow through with that. 

be FIS^ Title T we would seek ,, articular infunuatiou. I do not know in the 
;;rk, ?ro!n wireless ;arriers or wha. 'have you, and I'n, not talking about Carr.er IQ, I m talking 

about wirele.ss carriers... 

FRAiNKEN; 

Right. 

!!’lhal'I;e may obtain information that in some wav Carrier IQ may have been involved with. I'd 
have to get back to you specifically on that particular... 

(CROSS r A la K) 

FRAN KEN; 

OK. (ireat. I appreciate that. 


Stephen D. Kelly 

Assistant Director 

Office of Congressional Affairs 

Federal Bureau of Investigation 






FEDERAL BUREAU OF INVESTIGATION 
FOlPA 

DELETED PAGE INFORMATION SHEET 
Serial Description ~ Unrecorded Serial 


Total Deleted Page(s) ~ 1 
Page 5 ~ b5 


XXXXXXXXXXXXXXXXXXXXXXXX 
X Deleted Page(s) X 
X No DubJicationTee X 

XXXXXXXXXX^XXXXXXXXXXXXXX 



